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Introduction
The SB11 workgroup has been charged by the 2014 General Assembly to provide instructions,
procedures, services, a security assessment, and security measures for the secure return by electronic
means of voted absentee military-overseas ballots from uniformed-service voters outside of the United
States. The bill requires the State Board of Elections to develop and update annually a security
assessment and security measures to ensure the accuracy and integrity of these votes. The State Board
is directed to convene a working group for the development of the initial instructions, procedures,
services, security assessment, and security measures submitted annually to the Governor and General
Assembly beginning January 1, 2016 on the feasibility and cost of implementation of the secure return of
these ballots. The State Board of Elections convened the 1sts meeting of the workgroup in July 2015. At
this meeting the group proposed a paper be drafted to document the current state of internet voting in the
United States, what other states are doing with internet voting, how close races have been in the past,
implementation costs, security proposals from vendors, and security risks.

Internet Voting 2012
Source: https://www.verifiedvoting.org/resources/internet-voting/ Verified Voting
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Voting Methods by State
Adapted from National Conference of State Legislatures 7/27/2015
Source: http://www.ncsl.org/research/elections-and-campaigns/internet-voting.aspx
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Case Study: Alaska
Source: http://www.ncsl.org/research/elections-and-campaigns/internet-voting.aspx#Alaska
Alaska is the first state to offer all voters (not just UOCAVA voters) the chance to submit an
absentee ballot electronically. It did so because it has a particularly a mobile voting population, with
many voters not available to vote in their home jurisdiction on Election Day.
Based on this need, in 2012 Alaska developed an online system for returning ballots. UOCAVA
voters can apply for an electronically transmitted absentee ballot any time. Civilian voters must apply
beginning 15 days before the election. Absentee ballot applications can be sent by mail, fax or email.
When the election official receives an absentee ballot application, he or she first verifies that the
voter is registered and eligible to vote and then transmits the ballot via the method requested (mail,
fax or via the online system). If the voter has requested to use the online system, the election official
sends him an email containing links and instructions.
Voters can mark and submit a ballot through the online system, but must print out a “voter certificate”
and “identification sheet” that must be signed by the voter and a witness. The two documents can
then be scanned and submitted via the online system as well. Step-by-step instructions on how the
online voting system can be found on the State of Alaska’s Division of Elections website.
When a digitally transmitted ballot is received by the elections office, it is printed on official ballot
paper stock and counted using the same optical scan system that counts other paper ballots.
If a voter prefers to mail the ballot back, he can still use the online system to receive and mark the
ballot. It can be printed and returned by mail. If by mail, he would print off a secrecy envelope,
instructions and a return envelope from the online system. All these documents are available in PDF
format in one downloadable zip file.
According to a press statement regarding Alaska’s online ballot transmission system, it is hosted in a
dedicated secure data center protected by a layer of redundant firewalls. In order to ensure the
security of the system, it is under constant physical and application monitoring.

Case Study: Connecticut
Over the last few years legislators in Connecticut have expressed a continued interest in providing
electronic ballot transmission of voted ballots by military and overseas voters. Because of security
concerns and other issues, the state has not yet implemented a system for the return of voted ballots
by electronic transmission. Below is a timeline of key steps in Connecticut’s process.
July 2011: In section 59 of SB939 the Connecticut legislature directed the Secretary of the State to
conduct a study of Internet voting and recommend a method to permit UOCAVA voters to submit
their ballots online.
October 2011: As a part of her study of Internet voting, Secretary of the State Denise Merrill
conducted an online voting symposium that brought together academics and experts in the fields of
computers science, cryptography, elections administration and voting technology. The security of
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online voting was a key concern for the group. Two concerns were the integrity of online voting
systems and the ability to keep voting information secret. As a result of the symposium and her
review of online voting, Secretary Merrill submitted a report to the Government Administration and
Elections Committee concluding that there is no existing secure method of online voting.
June 2012: HB 5556 is passed by the legislature but vetoed by the governor. It would have allowed
military and overseas voters to return their voted absentee ballots by fax or email. The governor
cited security concerns as outlined in a 2011 study of remote voting conducted by NIST and a
concern with any mechanism that requires a voter to waive his or her constitutional right to a secret
ballot.
June 2013: SB647 directed the Secretary of the State to select a method for UOCAVA voters to
return a ballot that maintains security, the privacy of information contained on the ballot, and reaches
the election official before the polls close on Election Day.
January 2014: Secretary Merrill submitted a report concluding that her office would require further
legislative authorization to proceed with electronic return of voted ballots. Her response was based
on her previous review of security for online voting and determination that online voting is not
secure. The report also indicated that an appropriation would be required to provide a web-based
delivery system for UOCAVA voters to download their ballot. Further legislative action would be
required to provide a waiver of the constitutional right to a secret ballot for UOCAVA voters.
March 2014: SJ24 proposed a constitutional amendment to permit UOCAVA voters to waive the
right of a secret ballot in order to vote by electronic transmission. SJ24 failed due to adjournment of
the legislative session.

Close Election Results
State-Level Elections Since 1982
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Local-Level Elections Since 2007

Security Risks
Pros and Cons of Electronic Voting
https://blogs.mcafee.com/consumer/hack-the-vote-pros-and-cons-of-electronic-voting/

On the one hand, countries like Canada, Norway and Australia have already experienced success
with their adoption of online voting systems, and proponents say going digital will boost voter turnout
and Election Day efficiency. On the other, naysayers cite hacking, malware, and other security
threats as deal breakers that could threaten the backbone of American democracy. In a recent
interview with NBC, McAfee’s Pat Calhoun argued that the biggest hurdle to secure online voting is
not security technology, but the creation of a national, government-run digital ID to ensure voter
identification. This type of ID is already required for members of the military and many federal
employees, but the concern is that American voters would not allow a broader measure to pass due
to its implications for individual privacy. That being said, if such a system were set in place, we could
in theory move away from a practice like email voting, and start to develop a secure online system
that relied on the national ID. McAfee VP and Chief Privacy Officer Michelle Dennedy also
elaborates more on these key points in a recent interview with Bloomberg news, delving into the
differences between sensitive transactions like banking, which have already been taken online, and
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challenges specific to the online voting process. While online voting systems can’t be written off,
ongoing cybersecurity challenges don’t bode well for the immediate future of these platforms. There
is still significant progress to be made over the next 4 years and beyond, and we’ll be keeping a
close eye on emerging developments.

Verified Voting
http://www.verifiedvoting.org/resources/internet-voting/vote-online/

Computer and network security experts are virtually unanimous in pointing out that online voting is
an exceedingly dangerous threat to the integrity of U.S. elections. There is no way to guarantee that
the security, privacy, and transparency requirements for elections can all be met with any practical
technology in the foreseeable future. Anyone from a disaffected misfit individual to a national
intelligence agency can remotely attack an online election, modifying or filtering ballots in ways that
are undetectable and uncorrectable, or just disrupting the election and creating havoc. There are a
host of such attacks that can be used singly or in combination. In the cyber security world today
almost all of the advantages are with attackers, and any of these attacks can result in the wrong
persons being elected, or initiatives wrongly passed or rejected.
Banks, online merchants, and high tech companies that do business online have huge
security budgets to defend themselves against cyber attacks, and even so they are frequently
victimized. If these organizations with such great expertise and capability in computer and network
security can be successfully attacked, then no voting system vendor or local election administration
has any realistic chance of successfully defending against similar threats.
If for some reason officials learn after the fact that a particular person has succeeded in casting
an illegal ballot there is no way to find it to remove it from the count. In the U.S. and most
other countries once a voting transaction is complete it cannot be undone even in principle because
the information needed has been deliberately lost. In that sense a voting transaction is irreversible.
Internet voting requires a strong identity verification procedure because if an attacker can figure out
how to cast one illegal vote online through a weakness in the identity verification, then he can
automate that attack to allow thousands of phony votes to be recorded.
In the voting world we are all familiar with the cases where, within about one decade, a senator, a
governor, and a U.S. president were all elected by margins much smaller than one vote in a
thousand. Small changes in vote totals sometimes have very big, even global consequences, and
can push a whole city, state or nation in a new direction. Elections outcomes are thus very sensitive
to small errors or frauds. Election security is thus a matter of national security, and the security
standards have to be designed to reliably prevent, detect, and correct even very small problems and
attacks.
There is a powerful partisan incentive to block or change other people’s votes, especially if it can be
done without detection. The motivation to automate that process to affect thousands of online votes
is that much greater. Such attacks can be done for tens of thousands of dollars or less, while the
monetary value of changing the outcome of an election can be hundreds of millions of dollars or
more, and the non-monetary value can be immense as well. With Internet voting the danger is
actually much worse because anyone on Earth, including foreign governments, could derive great
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benefit from tampering with U.S. elections, especially since it is unlikely they will be caught or
brought to justice. Online voting is thus a national security risk.

NIST
http://www.nist.gov/itl/vote/upload/NISTIR-7700-feb2011.pdf

In February 2011, NIST release NISTIR 7770, Security Considerations for Remote Electronic
UOCAVA Voting. This paper identified desirable security properties of remote electronic voting
systems, threats of voting over the Internet from personally-owned devices, and current and
emerging technologies that may be able to mitigate some of those threats. Based on the capabilities
of current computer security and voting technologies, the following three issues remain to be
significant challenges faced by remote electronic voting systems. First, remote electronic absentee
voting from personally-owned devices face a variety of potential attacks on voters and voters’
personal computers. Since the voter’s personal computer is outside the control of election officials, it
is extremely difficult to protect against software attacks that could violate ballot secrecy or integrity or
steal a voter’s authentication credentials. These are serious threats that are already commonplace
on the Internet today. Second, remote electronic voter authentication is a difficult problem. Current
technology does offer solutions for highly-secure voter authentication methods, but these may be
difficult or expensive to deploy. Personally owned computers may not be able to interface with these
methods, such as having the necessary smart card readers for cryptographic authentication using
Common Access Cards or Personal Identity Verification cards. Third, it is not clear that remote
electronic absentee voting systems can offer a comparable level of auditability to polling place
systems. Because of the difficulty of validating and verifying software on remote electronic voting
system servers and personal computers, ensuring remote electronic voting systems are auditable
largely remains a challenging problem, with no current or proposed technologies offering a viable
solution. Many of the current and emerging technologies identified in this report are areas with active
research and development. Pilot projects should be encouraged, including those involving the use of
voting-specific cryptographic protocols, such as the Helios voting system [23]. Emerging trends and
developments in these areas should continue to be studied and monitored.

A Comparative Assessment of Electronic Voting Feb 2010 Prepared for Elections Canada by
Canada-Europe Transatlantic Dialogue
http://labs.carleton.ca/canadaeurope/wpcontent/uploads/sites/9/AComparativeAssessmentofInternetVotingFINALFeb19-a.pdf

“Practical testing and pilot projects are the only ways of knowing what will work and what will not.
Trials of particular methods will give the best insight into understanding what requirements must be
met for Internet voting to work well in Canada as well as the actual pros and cons of electronic
approaches. A by-election is perhaps a useful starting point, but a more expansive trial would be
necessary prior to the introduction of Internet voting nationally. A regionally concentrated trial, or a
group of selected constituencies that are regionally representative, would be a useful approach to
testing. Only after such testing would it be feasible to offer remote Internet voting as an option for all
Canadian electors, as a complement to the traditional process.”
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Considerations for Adopting Electronic Transmission of Votes
While electronic transmission allows voters to cast their ballots quickly and easily, and meet
absentee ballot deadlines, these issues of timeliness and convenience must be balanced by other
considerations.

Accessibility
The Internet voting process must be readily available to, and usable by, all voters eligible to vote
by Internet voting, even in the presence of Internet voting-specific threats.
Auditability
Electronic transmission does not allow a voter to verify if the ballot received matches the one
sent, and without a paper record, a cyberattack may be undetectable.
Authentication
How to verify the identity of the voter must be determined. For example, Alaska requires that the
ballot be accompanied by two authentication documents that must be printed and signed by the
voter and a witness.
Ballot anonymity
The voting process must prevent at any stage of the election the ability to connect a voter and
the ballots cast by the voter.
Denial of service attack
Potential attackers could disrupt the system by overloading it and prevent communications (i.e.
voted ballots) from getting through.
Inconvenience for the local election official
If each electronically received ballot must be duplicated, probably by a bipartisan team, it is an
additional burden on the local election office.
Individual and independent verifiability
The voting process will provide for the voter to verify that their vote has been counted as cast,
and for the tally to be verified by the election administration, political parties and candidate
representatives.
Non-reliance on trustworthiness of the voter’s device(s)
The security of the Internet voting system and the secrecy of the ballot should not depend on
the trustworthiness of the voter’s device(s).
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One vote per voter
Only one vote per voter is counted for obtaining the election results. This will be fulfilled even in
the case where the voter is allowed to cast their vote on multiple occasions (in some systems,
people can cast their vote multiple times, with only the last one being counted).
Only count votes from eligible voters
The electoral process shall ensure that the votes used in the counting process are the ones cast
by eligible voters.
Privacy
Because election officials are able to identify the person who sent a ballot via electronic
transmission, ballots are not fully anonymous. Privacy of the ballot is a value for voters and for
society as a whole.
Process validation and transparency
The procedures, technology, source code, design and implementation details, and
documentation of the system must be available in their entirety for free and unconstrained
valuation by anyone for testing and review for an appropriate length of time before, during and
after the system is to be used. Policies and procedures must be in place to respond to issues
that arise. Appropriate oversight and transparency are key to ensuring the integrity of the voting
process and facilitating stakeholder trust.
Security of the election process
Many cybersecurity experts are concerned that any Internet connection could be vulnerable to
hacking or other cyber-attacks.
Security of the voter’s computer
Election officers cannot assume that the voters’ computers are secure and free from spyware,
malware, viruses’ and keyloggers.
Service availability
The election process and any of its critical components (e.g., voters list information, cast votes,
voting channel, etc.) will be available as required to voters, election administrators, observers or
any others involved in the process. If Internet voting should become unavailable or
compromised, alternative voting opportunities should be available.
Voter authentication and authorization
The electoral process will ensure that before allowing a voter to cast a vote, that the identity of
the voter is the same as claimed, and that the voter is eligible to vote.
Voter coercion
The possibility that a voter could be coerced into voting a certain way is a consideration for
electronic transmission, as well as for traditional mail absentee voting.

Page 10 of 17

SB11 Workgroup Draft Report v1

Ballot Return Method Comparisons
Ballot Return
Method

Risk

Ease of Use
For Voter

Ease of Use for
Election Administrator

Fax

Email

Secure
Electronic
Return

Page 11 of 17

SB11 Workgroup Draft Report v1

Proposals
To find out what was currently available in the market, ELECT submitted an RFI (request for information)
and received 10 responses from various vendors. Implementation prices ranged from $50K to $1.9
million and annual costs from $50K to $1.15 million. Most of the systems proposed by the vendors
replying to the RFI would have to be built and prices are only rough estimates and do not include costs
to the Department of Elections and the local Elections officials for implementation and administration.
Security Measures Comparisons
From these proposals, the following security measures and considerations were documented.
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Conclusions
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