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1.0 INTRODUCTION 

The purpose of this document is to provide the description, findings, and recommendation for the 

review and subsequent on-site audits for anomalies that occurred during the November 2014 

General Election in the Commonwealth of Virginia at the request of the Virginia Department of 

Elections.    

1.1 References 
 
The documents listed below were utilized in the development of the Report. 

 Department of Elections (ELECT) Post-Election Survey from the November 2014 
General Election  

 November 2014 General Election Survey Follow-Up 

 Virginia Beach City November 2014 General Election Audit Agenda 

 Spotsylvania County November 2014 General Election Audit Agenda 

 Henrico County 2014 November 2014 General Election Audit Agenda 
 

1.2 Terms and Abbreviations 

 AVS – Advanced Voting Solutions 

 COTS – Commercial-off-the-shelf 

 EOL – End-of-life 

 L&A – Logic and Accuracy 

 PCMCIA Card – Personal Computer Memory Card International Association 

1.3 Background 
 

Pro V&V, Inc. (Pro V&V) was contracted by the Virginia Department of Elections (ELECT) to 

conduct a review of reported anomalies that occurred during the November 2014 General 

Elections.  Pro V&V examined the election survey provided ELECT to determine what plan of 

action need to be taken to thoroughly look at the anomalies that were reported.   

This Report documents the steps taken and the results of those actions. 

2.0 REVIEW PROCESS  

The first step in the review process was to analyze the survey responses by each locality to 

determine if the anomalies were normal issues that might occur during the conducting of an 

election.  Each locality was categorized into “normal operation”, “more information needed”, or 

“audit candidate”.  Of the 118 localities that responded to the survey, 14 were placed into the 

“more information needed” or “audit candidate” categories.  Additional information was then 
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requested of these localities.  Once the additional information was received, Pro V&V reviewed 

the information and concluded that three localities had anomalies that warranted the performance 

of an on-site audit:  Virginia Beach City, Henrico County and Spotsylvania County.  Each of 

these localities described issues that were not consistent with normal operation during the 

conducting of the November 2014 General Election.  Based on this, the ELECT  and Pro V&V 

conducted on-site audits. 

The purpose of the on-site audits was to obtain verifiable facts as to what had occurred and the 

reason the anomaly occurred independent of the reported reason or rumors that had circulated.  

The audit focused on the voting machines as well as the processes used in the conducting of an 

election.  The election processes audited included security of the equipment, maintenance of the 

equipment, chain of custody, verification of the equipment used and logic and accuracy testing 

conducted as well as the training of personnel      

3.0 FINDINGS AND RECOMMENDATIONS 

The three on-site audits were conducted by Eugene Burton from the ELECT and Jack Cobb from 

Pro V&V.  The audits were conducted at the local facilities.   

3.1 Virginia Beach City 

Virginia Beach City experienced a high level of reported alignment and calibration anomalies 

with their AccuVote-TSX touch screen voting machines while conducting the November 2014 

General Election.  When a voter pressed a candidate selection area on the screen another area was 

marked.  These anomalies were the focus of the on-site audit.  The on-site audit was conducted in 

February 2015 at the Virginia Beach Voter Registrar’s Office. 

Prior to the audit, a brief meeting explaining the audit scope was held. The auditors then 

convened with the Registrar’s staff at the warehouse facility.  The auditors examined physical 

access controls as well as environmental controls of the facility.  After examining the facility, the 

Registrar’s staff provided the auditors with 27 AccuVote-TSX touch screen voting machines that 

had been quarantined after the election for alignment and calibration issues.  The auditors 

proceeded to examine each machine to determine if the machine was properly calibrated or could 

be properly calibrated.  The audit continued at the Registrar office where personnel interviews 

were conducted and the facilities where the PCMCIA cards are programmed were examined.  
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3.1.1 Finding 

After conducting the audit, it was determined that of the 27 machines examined, 26 of the 

machines had alignment issues and one machine had a calibration issue.  Of the 26 machines that 

had alignment issues, two exhibited the extreme behavior that had been reported by local and 

national news outlets.  The other 24 machines had only slight alignment problems.  In the opinion 

of the auditors, the alignment issues of these machines would probably not have been noticed if 

the more extreme alignment issues had not been so widely reported.  These alignment issues did 

not favor a candidate or candidate position.  The alignment of 14 machines was off toward the 

bottom of the screen and the alignment of 13 machines was off toward the top of the screen.   

The training of the personnel, the processes used, and facilities employed by Virginia Beach City 

in conducting of elections were all found to be in line with the industry best practices. 

3.1.2 Recommendation 

The alignment issue is a well-documented issue with the AccuVote-TSX touch screen voting 

machine.  The manufacturer submitted a technical bulletin titled “Touch panel component –

calibration” dated March 31, 2011 that stated that a coating material used around the outside edge 

of the touch screen may slowly degrade another coating material that holds the two touch panel 

surfaces together.  Virginia Beach City replaced 70 touch panels in January/February of 2012.  As 

these machines age, all touch panel will eventually need to be replaced. 

Currently, Virginia Beach City’s L & A process requires the operator to calibrate the touch screen 

even if the touch screen seems to be in calibration; however, the manufacturer suggests 

calibrating the touch screen panel only after checking and verifying the touch screen is out of 

calibration.  The additional calibration may also be a contributing factor in the alignment issue.  

Since this system is approaching the EOL, Virginia Beach City should begin planning for the 

replacement of these systems.   

3.2 Henrico County 

Henrico County experienced a high level of anomalies with their AVS WINvote touch screen 

voting machines while conducting the November 2014 General Election. The high number of 

anomalies as well as the different types of anomalies reported was the focus of the on-site audit.  

Henrico County reported “embedded” errors, power issues, and wireless communication issues.   
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The on-site audit was conducted on February 5, 2015 at the Henrico County Voter Registrar’s 

Office.   

Prior to the audit, a meeting was held to explain the scope and objective of the on-site audit.  At 

this meeting, it was determined that the auditors would not have access to the warehouse facility 

because the voting machines were “locked down” for an election.  The auditors were offered the 

chance to examine the facility on or after the lockdown period concluded on the February 13, 

2015, if needed.  The auditor did conduct personnel interviews and examined process artifacts for 

L & A testing, chain of custody, and maintenance of the equipment. 

3.2.1 Finding 

After conducting the audit, it was concluded that the reported anomalies are common to the AVS 

WINvote voting machine.  This machines runs on Windows XP Embedded which has not been 

updated since approximately 2005.  The “embedded” error that was reported is a typical error 

thrown by the operating system.  The other anomalies reported were hardware issues that could 

be traced to the age of the equipment.  The AVS WINvote hardware is comprised of COTS 

personal computer components integrated into a single unit.  These components are now reaching 

EOL.  

The training of the personnel, and the processes employed by Henrico County in conducting of 

elections were all found to be in line with the industry best practices. 

3.2.2 Recommendation 

The auditors were not allowed to verify the version of the WINvote voting machines.  Henrico 

County should verify that the currently deployed version of the WINvote is the version that is 

certified for use in the Commonwealth of Virginia. 

Since this system is approaching the EOL, Henrico County should begin planning for the 

replacement of this system.   

3.3 Spotsylvania County 

Spotsylvania County experienced a high level of anomalies with their AVS WINvote touch 

screen voting machines at Precinct 302 while conducting the November 2014 General Election.  

All machines at this precinct experienced the same errors repetitively throughout the day.  At one 

point all machines were down with the same error.  The entire precinct was the focus of the on-

site audit.  The on-site audit was conducted on February 6, 2015 at the Spotsylvania County Voter 
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Registrar’s Office.   Prior to the audit, a meeting was held to explain the scope of the on-site 

audit.  At this meeting it was determined that the anomalies could have been caused by 

interference with the wireless functionality embedded in these systems.  To test the possibility of 

wireless interference, the auditors went to the warehouse facility and set up four spare machines.  

The auditor’s phones were successfully used to connect to the WINvote’s wireless network.     A 

determination was then made that the audit would not be sufficient to have verifiable facts as to 

what happened.  The auditor’s then examined the polling location which was determined to have 

a public wireless network as well. 

3.3.1 Finding 

From the interviews with personnel and the attempts made by the auditors, it seems possible that 

these errors came from wireless network interference, whether intentional or unintentional.   

3.3.2 Recommendation 

The auditors recommend that ELECT conduct an inquiry into the voting machines used in 

Precinct 302. The auditors also recommend a penetration analysis be performed to evaluate 

possible vulnerabilities of the WINvote touch screen voting machine. 

Since this system is approaching the EOL, Spotsylvania County should begin planning for the 

replacement of this system.   

3.4 Virginia Department of Elections 

No official audit was conducted of ELECT, but the process used during the review of the reported 

anomalies and conducting of the on-site audits revealed some areas that ELECT can improve. 

3.4.1 Recommendation 

While the ELECT did conduct a post-election survey, the information in this survey is not 

detailed enough to address systemic issues.  A locality might think because they have a few issues 

in their locality it is not a major problem, but if the voting system is deployed in many localities 

across the state and other localities are have the same issue then further review many need to be 

performed.   It is recommended that ELECT review the current survey and add additional 

information that would be useful in determining whether anomalies that are reported are local or 

systemic.  

Also, the ELECT should require localities to report when a voting machine that contains votes is 

taken out of service.  Currently, the ELECT has no line of communication established when 
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problems occur on Election Day.  The only way ELECT gets this information is by reaching out 

to the localities as they hear reports or rumors of voting equipment issues. 

 

4.0 EXECUTIVE SUMMARY 

Pro V&V, Inc. (Pro V&V) was contracted by the Virginia Department of Elections (ELECT) to 

conduct a review of reported voting equipment anomalies that occurred during the November 

2014 General Election.  Pro V&V examined the election survey completed by the local voter 

registration offices in Virginia.  This information was used to determine where further review was 

needed and if an on-site visit needed to be conducted to thoroughly look at the anomalies that 

were reported.   

Pro V&V’s review concluded the need for three on-site audits at local registrar offices that had 

reported high numbers of anomalies:  Virginia Beach City, Henrico County and Spotsylvania 

County.  The three audits were conducted by Eugene Burton from ELECT and Jack Cobb from 

Pro V&V.   

After completing the on-site audits and reviewing the data gathered, Pro V&V concluded the 

following: 

Virginia Beach City 

Of the 26 machines that had alignment issues, two exhibited the extreme behavior that had been 

reported by local and national news outlets. The alignment issue is a well-documented issue with 

the AccuVote-TSX touch screen voting machine.  The manufacturer suggests calibrating the 

touch screen panel only after checking and verifying the touch screen is out of calibration. 

The training of the personnel, the processes used, and facilities employed by Virginia Beach in 

conducting of elections were all found to be in line with the industry best practices.  

Henrico County 

The reported anomalies are common to the AVS WINvote touch screen voting machine and are 

due to the operating system not being updated since 2005 and to the equipment hardware 

components reaching EOL.    
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Spotsylvania County 

From the interviews with personnel and the attempts made by the auditors, it seems possible that 

these errors came from wireless network interference, whether intentional or unintentional. The 

auditors recommend a formal investigation be performed as to the nature of these errors. 

 

Virginia Department of Elections 

The ELECT should review the post-election survey to gather more information and require 

localities to report when a voting machine containing votes is taken out of service. 


