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INTERIM REPORT ON VOTING EQUIPMENT PERFORMANCE, USAGE &
CERTIFICATION

The Department of Elections, pursuant to the Code of Virginia § 24.2-103, is charged
with supervising and coordinating the work of local electoral boards and registrars in order to
obtain uniformity in practices used across the Commonwealth and legality and purity in all
elections. In compliance with this mandate, the Department and the State Board of Elections
promote and support accurate, fair, open and secure elections for the citizens of the
Commonwealth.

In response to the widely reported issues experienced by several voters during the
November 2014 General Election, Governor McAuliffe called for an investigation into voting
machine irregularities. On November 24, 2014, the State Board of Elections (“SBE”)
unanimously voted to approve Department of Elections Commissioner Cortes’ proposal to
conduct the first comprehensive review of the voting equipment used across the Commonwealth
ever undertaken by the Department of Elections.

Currently, twenty-seven different voting systems are certified for use in the
Commonwealth. Eight of these voting systems are Direct Recording Electronic (“DRE”) voting
machines, often referred to as “touchscreens.” All DRE voting machines currently in use in the
Commonwealth were purchased prior to June 30, 2007 when the General Assembly prohibited
localities from acquiring new DRE machines after its Joint Committee to Study the Certification,
Performance, and Deployment of Voting Equipment issued a report that highlighted serious
concerns associated with these machines, including the “security of wireless communications
features.”

Several reports, articles and studies have addressed various concerns and problems
associated with the use of DREs and, specifically, WinVote DRE machines. Virginia has, until
recently, been largely unaffected by the potential problems identified in these publications.
However, Virginia’s DREs are aging and experiencing end-of-life symptoms. For example, in
the 2014 primary election, one DRE machine irretrievably lost one vote and multiple voters
experienced difficulties when attempting to cast a vote for the candidate of their choice on
touchscreens. Today, Virginia is one of the few states in which DRE voting equipment systems
that do not produce a paper trail remain certified - and the only state in which WinVote DRE
machines are used.

Although localities are not required to report voting equipment purchases, upgrades or
changes to the Department of Elections or the State Board of Elections on an ongoing basis,
localities often provide voting equipment information upon request. Based on this information,
the Department estimates that approximately 112 localities continue to use DRE machines in
non-absentee precincts today, and of these DRE localities, 29 use WinVote DRE machines.
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FINDINGS

The Department began the comprehensive review in December of 2014. The first step in
this process was to initiate a voting equipment performance audit conducted by ProV & V, a
voting system test laboratory federally accredited by the U.S. Election Assistance Commission.
The audit procedures included a review of voting equipment problems experienced on Election
Day voluntarily reported to the Department of Elections by General Registrars. Based on these
reports and interviews with ELECT staff, the auditor selected three localities for a site visit:
Henrico County, Spotsylvania County and the City of Virginia Beach. Eugene Burton, the
Department’s Voting Technology Coordinator, accompanied Pro V & V Laboratory Director,
Jack Cobb, on each site visit.

Henrico County and Spotsylvania County both use WinVote DRE machines. WinVotes
are one type of DRE machine; however, they are unique to the extent that they have wireless
capabilities which enable the machines in an individual precinct to communicate with one
another so that one machine can aggregate vote totals from the other machines used in polling
location after the polls close. This equipment was originally certified by the State Board in
January of 2003 and has not subsequently been evaluated by the State Board. No other certified
voting system in Virginia has wireless capabilities.

During the site visit to Spotsylvania County, the auditor was informed of voting
equipment problems experienced on Election Day at Precinct 302 that included the voting
machines “crashing” and becoming inoperative individually in succession and concurrently on
Election Day. The local staff believed that these failures occurred due the use of a smartphone
by one of the officers of election who was streaming music using the open wireless network
provided by the public library which hosted this polling location. The continuing machine
failures led the polling location staff to instruct voters to turn off their cell phones upon entry to
the polling location on Election Day.

To gather information about the potential connection between the use of a smartphone
and the successive crashing of WinVote machines, the auditor was granted access to
Spotsylvania’s voting machines which were not used in Precinct 302. The voting machines used
in Precinct 302 remained under seal. Using his smartphone, the auditor was quickly able to
access and connect to the wireless network hosted by these WinVote DRE machines. The
auditor immediately reported this potential significant security problem to the Department of
Elections.

As required by the Department’s security protocols, the Department immediately
contacted Virginia Information Technology Agency (“VITA”) and the Virginia State Police
(“VSP”) to inform them of a potential breach of a technology system in Precinct 302 in
Spotsylvania. The Spotsylvania General Registrar voluntarily turned over the voting machines
used in Precinct 302 to the VSP, and the VSP is currently conducting an inquiry into this matter.
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Separately, on March 24-26, VITA conducted an evaluation of the WinVote DRE machines’
security system. VITA’s final security evaluation report is forthcoming; however, preliminary
results raise grave concerns about the security risks associated with the continued use of the
WinVote DRE machines. Specifically, VITA recommended:

discontinuing the use of the Automated Voting Systems WinVote system
and replacing it with a system less vulnerable to a local or remote
cyberattack.

While the Department has not concluded the statewide comprehensive review of voting
equipment used in the Commonwealth, and some additional concerns have arisen during the
process thus far, the potential security breach and the serious security concerns uncovered to date
associated with WinVote voting equipment currently used in approximately twenty percent of
the Commonwealth led to the decision to issue this Interim Report with Findings and
Recommendations to the Board immediately.

RECOMMENDATIONS

Prompt attention to this matter is necessitated by the significant security concerns
uncovered during the audit and VITA’s subsequent security evaluation of WinVote DRE
machines, the only certified voting equipment with wireless capabilities in Virginia.

The Department recommends that the State Board of Elections undertake the following
actions immediately:

1. Hold a public hearing within 7-10 days to discuss available options to address significant
system vulnerabilities identified in the AVS WinVote and encourage public participation
and input into your final decision. This should include consideration of decertifying the
WinVote system and prohibiting its use in all future Virginia elections pursuant to the
Board’s authority in Virginia Code § 24.2-629(1);

2. Authorize, pursuant to Virginia Code § 24.2-629(I), Department staff and consultants to
access any voting equipment across the Commonwealth necessary to complete the
Department’s comprehensive voting equipment review;

3. The Board should conduct vulnerability or other testing on any and all voting equipment
certified by SBE more than 2 years ago and require updates to recommended practices for
optimum security and functionality of all DREs pursuant to the Board’s authority in
Virginia Code § 24.2-629(H);
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4. Consider and adopt regulations, pursuant to Virginia Code § 24.2-103(A), mandating
certain pre-election and post-election reporting by localities to allow SBE and ELECT to
assess voting equipment in use in the Commonwealth;

5. Consider changes to the current certification program to provide for periodic review of
certified voting systems to ensure compliance with current law and administrative
requirements pursuant to Virginia Code § 24.2-629(H).

The Board should move forward at a sufficiently brisk pace which will allow proper
consideration of several practical election administration considerations, including the deadlines
related to the upcoming June 9, 2015 primary, in addition to the serious security concerns.

Based on the information provided to the Department, nine localities which use WinVote
machines will hold a primary on June 9, 2015. Ballot proofing and other election administration
activities associated with the use of these machines in the June primary may begin as early as
today. While it may be possible for these localities to conduct an election using paper ballots,
several separate concerns, such as ensuring ballot access to people with disabilities on Election
Day and during in-person absentee voting and compliance with ADA requirements must be
addressed. Assuming that these issues can be addressed, it appears that a locality could be
notified of decertification as late as April 14, 2015 and retain the ability to ensure the proper
administration of the June 9, 2015 primary.

Separately, while the Department intends to provide a full list of recommendations upon
the conclusion of this inaugural comprehensive review, it is prudent to provide some additional
information now. The Department has been limited, and on occasion severely limited, in its
ability to engage in some activities reasonably necessary to conduct this review. For example,
the auditor’s site visits were selected based on voluntarily reported voting equipment issues.
Neither registrars nor electoral board members are subject to ongoing mandatory reporting
regarding the performance of equipment used. In addition, while the registrars were generally
receptive to the Department’s requests to access their equipment, they are not mandated to
provide the Department with access to their equipment except under certain circumstances after
express Board authorization. Therefore, the Department recommends that the Board
immediately authorize Department staff to access voting equipment to continue work associated
with this review.

In addition, this review has exposed certain limitations of the current certification
process. The WinVote machines were originally certified in 2003. Although this equipment has
not changed, the myriad of technological advances in other areas after the original certification
have resulted in machines which today, more than a decade later, are less secure than when the
machines were originally certified. Going forward, it appears prudent to consider a certification
process that requires periodic renewal.



* VIRGINIA *
DEPARTMENT of ELECTIONS

Finally, the Department notes the current and future fiscal impact of this process. Due to
the unexpected interim findings, the Department has dedicated more staffing resources than
expected to this project. Additional staffing resources will be needed going forward that the
Department, which just experienced the loss of three full-time positions due to budgets cuts, will
struggle to provide. This process has proven exceptionally beneficial and important to the
Department and the Board’s mission to ensure the integrity of elections across the
Commonwealth, and the Department recommends that this process also be undertaken on a
periodic basis going forward.



